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Annual Customer Proprietary Network Information Compliance Certification; 
rB Docket No. 06-36 

Dear Ms. Dortch, 

Enclosed for filing is the Annual Customer Proprictar) Network Information ("CPNI") 
Compliance Certification; EB Docket No. 06-36, filed on behalf ofNthoNct, Inc. 

Please do not hesitate to contact me at 407-260-10 11 or mark ll csilong\.\OOd.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this liling. 

cc: NthoNct, Inc. 
file: NthoNet, Inc.- PUC - FCC 



I. 

STATE\1E T OF POLICY IN TIH~J\TM£ T OF 
C l 1STOMF:R PROPRlF:TARY F.TWORK I FORMATION 

It is NtlwNct. Inc. (hercatkr referred to as .. NthoNet'.) policy not lo use CPNI for any 
.u:ti\ II~ other than permitted b) law. t\ny disclosure o r CP"J I lo other parties (such as 

.11lilia1c" H'IH.lors. and agcnL-;) occurs only if it is necessary lo conduct a legitimate 
hus1ncs" m:tn it~ rc.:l atc<l to the 'icrvices ulrca<l} provided by lhe compuny w the customer 
Ir' the.. < ompan~ is nol required by la\\ to disclose the CPNI or if the inlcnclc<l U!-iC doc:s 
1101fall"1thin one of the carve outs. the Compan} will first obuiin the customer's consent 
pri\lr lo using CPNI. 

\Jtllll~d roll<ms 111dustr)'·stanclarcl practices to prevent unauthori/cd access to CPNI by u 
person other th.11 the subscriber or NthoNet. I lowe\er, Ncho"lct cannot guarantee that 
the.,c prat t1ccs "111 prevent C\'Cry unauthorized attempt to access. use. or disclose 
pcrs(HlJll) 1tkmiliahk infonnation. ·1 hcreforc: 

·\. If .in u11authori:1cd disclosure were to occur. NthoNct shall pro\'idc notification of 
the breach within seven (7) da) s to the United Stales Secret 'crvicc ("US , .. ) and 
the l·c<kr<il Bureau of Investigation ( .. FBJ .. ). 

n. ~thnl\1..•t shall \\ail an additionul seven (7) da}S Crom its gO\emmcnt notice prior 
10 noii f\ ing the affected customers or the breach. 

(' '-ol\\ 11hs1.111ding the provisions in subparagraph B above, NthoNct shal l not wait 
th1..• ,1<l<l11ional seven (7) days to noti f) its customers 1f NthoNct dctcmuncs there 
1" an immcdiotc risl- of irrcparabll! harm to the customers. 

I) \!1hn\lc1 shall maintain records of discovered breaches for a period of at least two 
(2 )) 1,.',lr'>. 

\II cmplo~ccs \\ill he trnincd as lo \\hen the} arc. and arc not. authorized to use CPNI 
upon cmpl<•) ment \\ 1lh the Compan> and annually thcren11cr. 

\ ~pcc ili1..;ill) . NthoNcl shall proh1b11 its personnel from releasing CPNI based upon 
:t CllS(CllllCr·i llitiatcd telephone call CXCCpl under lhc follO\\ 1ng three (')} 
c1rc11mstanccs: 

When the customer has prc·cstablishcd a passv.or<l . 

When the infomrntion requested by the customer is to be sent to the 
rnstnmcr' s address of record, or 

When NthoNet calls the customer's telephone number or record and 
discusses the informatmn with the party init inll) idcnti Cic<l by cuslomcr 
when 'iCrvicc was initiated. 



B. NthoN1..·t ma) ll'>L" CP'\J for the: lollcmmg purposes· 

• Io rnita.lle, render. mainLuin, rcpuir, bill and collect for services. 
• Io protect its property nghts· or to protect it<> subscnhcrs or other carriers 

from lraudulcnt. abush c . or the unla\\ ful use ol. or subscription to. sm:h 
sen ices: 

• Io pnl\ i<le inbound tdcm.ukt•ting rckrral N administrati\ c "cn icc:s to 
the customer during a customer inillatcd call and with the customer' s 
111 formc:J consent 

• l'o market add111onal sen ice-. to customer:-. that .11c within the same 
t.llcgories of sen ice to \\h1ch the customer a he.id) suhscnhcs; 

• Io market services fonnerly known as adjunct-lo-basic '>crvrccs: and 
• Io m.1rket additional l\Cn ices to customers with the n:ccrpt of infom1cd 

tonscnt 'ia the use of' opt-tn or opt-out as appltcahlc 

4. Prior to .11l1m i111 1 ac.:t:c..,s to Customer.., int.Ii\ idualh identifiable l P'\I to ?\tho?\ct"s joint 
'cnturcrs 11r in kpcndcnt contractors. 'i thol\ct \\ii I rcquin:. m order to safeguard that 
1nform,1 1011. thc.:11 cntr) into both conlidcnt1al11) .igreerncnts th.it ensure compliance with 
th1 ... \t,ll ·mt•nt Jll<l shall obtain opt-In consent from a CU!'itomer prior to disclosing the 
1nlonn.111011 In addnion. NtlwNet requires all ou tside Dc<1lcrs and Agents 10 
.11.:1\ml\\ kdgl· .1n<l cc1 ti r) that the) ma) onl:r use CPNI for the purpose for which that 
informa1mn has hcen prO\ ided 

' ~thn'l'I fl'q11irc" C\:prc-.s wriucn authori:tation from the customer priM to dispensing 
l P'\ I 11 new cmncrs. C\ccpt as othcrn isc required bv Im\. 

(, ~th11:-\c1 Jnl'S not marl\ct. share or otherwise sell CP"- I mfom1ation to uny third party. 

7. '1hn'i1.1 111ai1111ins a n:cor<l or 11s tmn and its alliliates' sales and nrnr"ctmg. campaigns 
1hat usl N1hot\et 's customers· CPNI. I he record wi ll include a description of each 
camp.11gn. the spccilic ( PNI that \\as used 111 the campaign. uml \\hut product' and 
"Cf\ ices \\Cl l' o lfcred JS part Of' the CUlllpUi gn 

A. Priur Cl111uncnt.:cment ot a sales nr murkc1ing campaign that util11es CP'\I, 
:-\th(lNct esrnhlishcs the status of,, customer's CPNI approval. The following sets 
1<11 th tlw procedure followed b) NthoNet 

• l1m>1 to an) solicllation lor customer appnH al. 'It ho Net "'ill noti I) 
t us1omers of their tight to rcstrrct the use of. <l1sclosurc ut: and access to 
their C'P'JI. 

• NthoNct \\.ill use opt-in approval for any mstancc 111 \\hich \1th0Nc1 must 
< bt<lln customer Jpprm al pnor to using. diselosmg 01 pennitting. ace~\!\ to 
< PNI 

• I\ 1.ustomcr' s appro' al or disapprO\ al remains in effect until the customer 
re\ o!..~s or 1 rmtL'i -;m.h :lp(mwal or <l1sappr0\ .ii 



• Recor<ls of approvals are maintained for al least one year. 
• '\lthoNct provides individual notice to customers when soliciting appro\'ul 

to use. <lisclosc. or permit ucccss to CPNI. 
• lhc COlllClll of NthoNet's CP'\11 notices comply with rec rule 6-1.2008 

( C) 

8 \JthnNct has 1mplcmcntcd o system lo obtain approval and in formed consent from iLS 
<.'l1Slon11:1"• prior lo the use of CPNI for marketing purposes. l'his systems allows for the 
sl.1111'.'t 111 a cus111mcr·s CPNI approval lo be clearly established prior to the u~c uf CPNI. 

9. '-.1hnl\i:1 has a supcr\'isory review process regarding compliJncc with the CPNI rules for 
oulhound mari...cting situations and \\ill maintain compliance records for al least one }car. 
S~cilicall~ i'\thol\c1·-. sales personnel will obtain express approval of any proposed 
outbound marl..cting request for customer approval or the use of CPNI h> The General 
C..ounsc:l 1,f NthoNcl. 

I Cl. '-.1ho'\ct notifies customers immediately of any account changes. including address or 
n:cor<l .. 1u1hcn1ica1ion. online account and password related changes. 

11 . :--..tho\1.•1 Ill.I) ncgotiutc alternative authentication procedures for ser. ices that N1h0Nc1 
rm)\ Hh."' tn husincss customers Lhal have a dedicated account rcpn:scntaLi\C and a 
~ontract thul sp~c rficall y addresses NthoNct's protection of CPNI. 

12. \1ho'\lc1 ,.., prepared to provide wriucn notice within live business days to the FCC of any 
111\tanl.'.l' where the opt-in mechanisms do not work properly Lo such a <legrcc that 

consumer s tnahllily to opt-in is more than an anomaly. 



,\ 'l'Jl l1\ I. .n C. F.R S: 6~.2009 (c) er r CERTIFICAT IO FOR 20 16 
EH Docket 06-36 

Date I 1kd. l\:01 ll~U') 28. 2016 
Name('' ( 'omp.m): l\thoNct. Inc. 
I 1lrm -1()9 I ilcr f I)· 8''9180 
1'\c.urn: l'r Signalllr): Brian Puboojian 
l itk pf S1g.nahH) . President 

I. Brian Paboopa11. certify that I am an olliccr of the company named ahovc. and acting as w1 

agent ol the com pan). thut I have p<.:rsonal knowledge that the com pan~ hns cstnbl ishc<l 
opc1at111g procedures that arc adequate to ensure compliance with the Commissmn's CPNI rules. 
~cc n C. I· R &6-1 ">()()I "' SC'</ 

\ttucheJ to thb n:rtilication is an accompan) ing statement explaining how the company's 
pmccdun:s ensure that the company is in compliance with the requirements set forth in sccl!On 
6-12001 l'I \t!c/ nf 1hc: Commission's rules. 

I he rnmpan) hJs not t.ikcn any actions (proceedings instituted or petitions lilecJ by a company m 
either swtc com1111ss1ons, the court system, or al the Commission against dato brokers) against 
data hrnl.cr'> in Lill' past ) cur. llu~ steps the company has taken to protect CP'\J I include updating 
its CP'I pract1cc:s and procedures und conducting new training designed to ensure compliance 
\\Ith thl· H'("., modified l'P ' I rules. 

I he t:ompan) ha-; 1101 rccc1 \'Cd an) customer complaints in the pnst year concerning the 
urmutlwriLc<l release of CPNL 


